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1. Introduction

This document will describe the details of the integration between CITC and the different “Delivery service
providers” in order to allow them to provide the required data which requested by CITC. This data is needed to
build a centralized database which cover all data related “Delivery service providers” in one place to be provided
to authorized entities.

1.1 Integration point (high-level description)

The integration will be as the following:

=  Provide drivers information: This will be covered through 4 integration points in order
to create driver information then provide the ability to edit the information and allow
getting the driver information to authorized entities. In addition to the ability to
deactivate driver

* Provide order information: This will be covered through 7 integration points in order
to create order and assign driver to it. Then, accept or reject the order and execute or
cancel the order. In addition to the ability to edit delivery location.

1.2 General business rules

# Business rules details

ID number should be identified as the following:
01 = National ID for Saudi drivers if their ID number start with (1)
= Resident ID for Non-Saudi drivers if their ID number start with (2)
This |G is for guidance, the confirmed ids, technical fields names and lookups are provided through the following link:
https://deliveryapi.citc.gov.sa/index.html

02

03 | Lookup values for “authorities”, are provided based on “/api/Lookup/authorities-list” section

04 | Lookup values for “cancellation reasons”, are provided based on “/api/Lookup/cancellation-reasons-list” section

05 | Lookup values for “regions”, are provided based on “/api/Lookup/regions-list” section

06 | Lookup values for “cities”, are provided based on “/api/Lookup/cities-list” section

07 | Lookup values for “countries”, are provided based on “/api/Lookup/countries-list” section

08 | Lookup values for “identity types”, are provided based on “/api/Lookup/identity-types-list” section

09 | Lookup values for “payment methods”, are provided based on “/api/Lookup/payment-methods-list” section

10 | Lookup values for “car types”, are provided based on “/api/Lookup/car-types-list” section

You can use the swagger file after adding your machine ip to the white list IP's
11 | Swagger Test URL: http://deliveryppapi.citc.gov.sa/index.html
Swagger Production URL: https://deliveryapi.citc.gov.sa

RN o
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2. Integration point details (DriverCreate)

Integration Point ID: 001

Notes Description Type | Mandatory\Optional Field
doy00ll dolell Josl aclgd) ¢ 9=l , . gd £9i jo)
- ring
Refer to general business rules to . o 8 -
N T e e ID Type identifier Mandatory IdentityTypeld Syl
g S 10 oo Jial oSis ol vz | disd o8, o Luiboll Aisell 0d) ol e
2 of 1) oy il ilual) sio o b2 &bl 450 @8) e
. - - - ring
This number need to start with (1 or "Active” Driver National Id . e
2) and have the length of 10 digits number or Resident Id Mandatory idNumber Szl
Juay (19900419) JSus e gl R - s
Mo g Sy Sl o 20, - W=l el 20l e
Required- format (19900419)-accept . . : 1.
e — Driver date of birth Mandatory dateOfBirth Sial=il
uJLJJ|M|MgS.\lhn é._J_JU U\.o) Qo.\.z“u.oLhzu.u“ 3._1__)[3' . Jo.u.u“a_l_,b
03-04-2020708:07:40.213Z (Gl &b b=l doazll b W)
:Gregorian format as the following . . . . .
2020-04-03T08:07-40.2137 App registration date Date Mandatory registrationDate ‘S)_LLZ]I
fag U 10 go Jal 98 of iz ] .
) lg=JI b=l lg=lI
(05) pedy Jlg=zll @8) uing )bzl Jlg=ll @8) WS
This number need to start with (05) . . i .
and have the length of 10 digits Mobile number Mandatory mobile Sial=il
ynall doladl Josl aclgd) ¢ 92l Jesy (ol dpudyll dibniell jo) Lol dahioll 3o,
plsill Jpolas ple Joozl dyyb il lgso . . G il
> - - - — ring
Refer to general business rules to Main region ID which driver is . .
know how to get lookup details working in Mandatory regionid G I
d9y20ll dolsll Josll aclgd) g 9=yl
- ailsd)l Joolai e Jgo=ll 4y yb iyl SUAsxal/aell o) 1Lol Slasxall/ g aell
(Epsaipll SUsbxall/ g 2all) by oz il lgas Josy S RN] L
()| Gibniol) go gy JSiy i
; ring
Refer to general business rules to
know how to get lookup details - The | Main area\cities ID which driver . s
main area\cities ID should be mapped is working Mandatory cityld oSl
correctly
d9y2oll dolsll Josdl aclgd) g 92,1 . . .
Lol 4830 L=l S yall j
alod)] Juolss e | | &g o & Sy0 30) Sting $ b= Syall g9i 30y W
Refer to general business rules to . . e
know how to get lookup details Vehicle type ID used by driver Mandatory carTypeld Sialxil
gy> Mig pl8)l 4 o oSe LU e e i .
(1234ERS) Jio oot jludl o d julzil Gl &S0 d>g) w8 b2 aSyoll 08y (€87
Text consist of 4 digits and 3 English String
letters from left for right e.g. Vehicle pallet number Mandatory carNumber Sial=il

(1234ERS)

There will be a feedback with (Driver reference code — giluwll (2> 0ll p8)J1) in case of successful
transaction or error code in case of failure
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3. Integration point details (DriverDeactivate)

Integration Point ID: 002

Notes Description Type | Mandatory\Optional Field

g Ol 10 o Jaxdl goSiy of iz | Lo @8 of duibgll &gl @3 s
f Lol Ludl
2 ol 1) ray ol pgio String Uzl &’ Ugd p9) W)

This number need to start with (1 or Driver National Id number or . i )
2) and have the length of 10 digits Resident Id Mandatory idNumber ‘s-)'d'wl

There will be a feedback with success code in case of successful transaction or error code in case of

failure

. o
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4. Integration point details (DriverEdit)

Integration Point ID: 003

(1234ERS)

Notes Description Type | Mandatory\Optional Field
i T TE . " >yall 08yl
w8 of oSos ¥ Jisdl Lin lull jpa0 o) o] Wéﬁm@ﬂ e
String
Can't be updated Driver Identifier Mandatory refrenceCode Syl
iy ol oSy U Jazl Lia dsall €93 50) G Slall &30 £9i 50y | e
String
Can't be updated ID Type identifier Mandatory identityTypeld Siul=il
: : dy90 pb) ol diibgll d5g)l pb s
w8 of S U Jandl Lia dod pd) o sllidsell oy ] bl 490 08, w)e
& exio Stri =
Driver National Id number or tnng .
Can't be updated Resident Id Mandatory idNumber Sial=il
Jusy (19900419) JSus e wglbo R .
3lan g 5y Gludl Mo 2456 . b=l el 2,6 we
Required- format (199004 19)-accept . . . . .
Hijri and Gregorian. Driver date of birth Mandatory dateOfBirth Syl
(W] it cunsy oMo &)U ) doazl o Juzwdl g )b Lo Jozewd| &)l
03-04-2020T11:56:40.138Z (Guboil] &nU b=l donzl (nd e
:Gregorian format as the following . . . . Lk
2020-04-03T11:56:40.1387 App registration date Date Mandatory registrationDate Ls).d.zjl

lawg Ol 10 go Jaxdl geSiy ol . .

This number need to start with (05) . ) e
and have the length of 10 digits Mobile number Mandatory mobile Sialil
oy2all dolell Josl aclgd) ¢ 9=l Jozy il duugiyl débiall o) A1 ] SRl

A i~ R . $b=! dudyll dalbiall ;
ilsdl Jpolis ale Jpuanll 8310 Sl lgs . 2! il | ene
Refer to general business rules to Main region ID which driver is String

know how to get lookup details working in Mandatory regionid ‘S)'LL’JI
d6ynall doledl Josl aclgd) g 9=l

- ailgd)l Juolad (e Jguaxdl 44 yb il Slasxall/ G aell 1o, Lol Slas all/aell

(psasiyll SUsblaall/10) by iz bl g Jasy o g WE
()| Gibniol) go pymn JSiy "

- ring
Refer to general business rules to
know how to get lookup details - The Main area\cities ID which . .
main area\cities ID should be mapped driver is working in Mandatory cityld ‘S)JJ'MI
correctly
ysoll doladl Josl aclgd) g 9>l . . , .
g 55ludl &Syo © b2l aSyoll j
‘oJls_QJI Juolai e LJS"D“’JI Q.QJJ.b [C R IR) String 2) =2l )‘°J €9 ) U\’)-c
Refer to general business rules to . . i )
know how to get lookup details Vehicle type ID used by driver Mandatory carTypeld Syul=il
Boy> My o) 4 o p9Se you o M a1 . .
Text consist of 4 digits and 3 English String
letters from left for right e.g. Vehicle pallet number Mandatory carNumber Ls)JJ.:_;I

There will be a feedback with success code in case of successful transaction or error code in case of

failure
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5. Integration point details (DriverGet)

Integration Point ID: 004

Notes Description Type | Mandatory\Optional Field
s OUL 10 oo Jasdl gsSiy ol wazs | @gd p8) ol duiboll 45l ps) s s
(2 51 1) gpoby bl e cuing bl Slalloon edy | upe
This number need to start with (1 or Driver National Id number or . .
2) and have the length of 10 digits Resident Id Mandatory IdNumber ‘s)"'j'wl
There will be a feedback with all “driver data” based on CITC database in case of successful transaction
or error co de in case of failure

N o
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6. Integration point details (CreateOrder):

Integration Point ID: 005

Notes Description Type | Mandatory\Optional Field
b=l bl @8) W)
String
Mandatory orderNumber Syl
ddyzoll dolel Josll aclgd) g 9=l . i z .
pilaill Juola ke Jowonll i yb de2l s ing w2l dg2ll jo) e
Refer to general business rules to . . 1.
know how to get lookup details Authority ID Mandatory authorityld Siul=il
03-04-2020713:22:31.873Z Al il &)U o9 &b whzl TN e
:Gregorian format as the following . . . . .
020-04-03T13:22:31 8737 Delivery date and time Date Mandatory deliveryTime Sialil
oynall dolell Josll aclgs) g o=l ) i
I L I
Refer to general business rules to g
know how to get lookup details Category ID Mandatory categoryld ‘SJJ'L”I
; : Wil piiw I yziall pul
. S P el ¢ ol o .
4ls 180 sa=iy ¥ ol vy o ] . syl y=iadl punl WS
Provider name which the String
Should not exceed 180 character goods will be delivered from Mandatory storetName Sialil
(©lglas]) cllall pMial g5go sziall gbgo
gl of anhall o . whzl (S llas]) e
- - ring
Provider coordinates such as . . .
restaurant or pharmacy, ... Mandatory storelocation el
9ynall doledl Josll aclgd) g o2l ol dpudyl ddlniell jo) . ddhiall 3o,
plol] Jpolas e Jpandl &y b Sl gz Jos) String wlel PN w)e
Refer to general business rules to Main region ID which driver . .
know how to get lookup details is working in Mandatory regionid Skl
oynall dolell Josll aclgs) g o=l
pilgdll Jpolai (e Jgozll day b - | dpugil Slbslxell/ aedl jo) Strin Lol Slasxall/ el
(sussipll SUablrall/g2all) by iz Sl lgas Josy J St CIEN] e
(dpugyll dihiall) o puuo JSuiy
Refer to general business rules to
know how to get lookup details - Main area\cities ID which . T
The main area\cities ID should be driver is working in Mandatory cityld il
mapped correctly
bbbl b 2850
. . (o= e
String
Mandatory coordinates Sialil
o bl clisl )b
b L i N
&) Sz sl oo W)
Date Mandatory orderDate Syl

There will be a feedback with (Order reference code — wllal) =>y0ll 05)Jl) in case of successful
transaction or error code in case of failure

. o
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7. Integration point details (AcceptOrder):

Integration Point ID: 006

Notes Description Type | Mandatory\Optional Field

o 2530 bl g8 ol i
ubgdye ol e Joido ygSy Vlg o .

i ol linuto 0344 o gl lE1ue - Hoo @0 b= bl (22 yall a8yl w)e

Order should be crated before, String

and should not be accepted

before or rejected before or Order Identifier Mandatory referenceCode ‘5J_LL>.;|
executed before or canceled

before

W Gl oy oMo &)U R ko B . Joid Cubgg )l
2020-04-03T14:10:44.6737 il e Eulin fg alst sl I eNp

Gregorian format as the

following: Delivery date and time Date Mandatory acceptanceDateTime (5_)_|.L:u|
2020-04-03T14:10:44.673Z

There will be a feedback with success code in case of successful transaction or error code in case of
failure

N o
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8. Integration point details (RejectOrder):

Integration Point ID: 007

Notes Description Type | Mandatory\Optional Field
Vig it 220 callall 59y ol iz .
i . £ e . > 10l |
lBruo 409810 ol e Jssdo gsSy bl jue0 03 Gt W)AJQ o5 e
o 0§l @i ol liiue 034405 o ol i
Order should be crated before,
and should not be accepted

before or rejected before or Order Identifier Mandatory referenceCode Sl
executed before or canceled

before
There will be a feedback with success code in case of successful transaction or error code in case of
failure

String

N - - o
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9. Integration point details (AssignDriverToOrder)

Integration Point ID: 008

Notes Description Type | Mandatory\Optional Field

Yig lisuo 230 bl Sy ol iz .
034855 o3 gl Wt y293)0 084 bl jr00 @3 b=l sazsal e8] W)
Order should be crated before, String

and should not be rejected o -
before or executed before or Order Identifier Mandatory referenceCode ‘5)-"12-”

canceled before
DU 10 Go Jasdl 598 of wim | dusd p) ol dsibsll dysell b

; L] sl & g0 o3
@ 1) orobiys g o 3Ll . il W
This number need to start with (1 Driver National Id number of String
or 2) and havg the length of 10 Resident Id Mandatory idNumber Syl
digits
There will be a feedback with success code in case of successful transaction or error code in case of
failure

N o
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10. Integration point details (EditOrder)

Integration Point ID: 009

Notes Description Type | Mandatory\Optional Field
Vig it 710 callall 59y ol iz .
0117 @ of litue ybsore osS ) Sz W‘jﬂﬁuﬂ ! w)e
Order should be crated before, String
and should not be rejected Order Identifier Mandatory referenceCode Syl
before or executed before or S
canceled before
aoy20ll doledl Josdl aclgd) g 9>yl il gyl dabhied| oy 1Lol dalniell joy
pilsill Juolsi e Jgall diy b Sl lggs Jos String et EN] e
Refer to general business rules to Main region ID which driver . .
know hc?w to get lookup details z working in Mandatory regionid il
oynoll doladl Josdl aclgd) g 9>l
pilgill duolad wle Jooall @yl |y s lall/g sl oy Ol lxall/ 20l
dabiall) go qumo JSuin (gl e strin e
(s J
Refer to general business rules to
know how to get lookup details - Main area\cities ID which . .
The main area%cities IDFs)houId be driver is working in Mandatory cityld ‘S)Jl""l
mapped correctly
. b=l (uﬁilfﬁfwl W
String
Mandatory coordinates Sial=il

There will be a feedback with success code in case of successful transaction or error code in case of
failure

L o
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11. Integration point details (ExecuteOrder)

Integration Point ID: 010

Notes Description Type | Mandatory\Optional Field
Yig lisuo 230 bl oSy ol iz .
034855 o3 gl Wt y293)0 084 bl jra0 03 b2 r=2sell o] e
Order should be crated before, String

and should not be rejected
before or executed before or
canceled before

(Wl Gl sy oMo 2, A e . SVLEVRUTEE Y SR
03-04-2020T14:26:21.713Z Albll 4iadig)bs B3 &b bl bl e

Gregorian format as the following:

Order Identifier Mandatory referenceCode Sl

03-04-2020T14:26:21.713Z Execution date and time Date Mandatory executionTime Ls)_d_z;l
&8l dlpg jo) )bl 2ol dlywg e
String
Payment type Mandatory paymentMethodld LS_)..tlzﬂ
L, Ul doys )bl + 4
Number
Delivery amount in SAR Mandatory price Siul=il

There will be a feedback with success code in case of successful transaction or error code in case of
failure

N - - o
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12. Integration point details (CancelOrder):

Integration Point ID: 011

Notes Description Type | Mandatory\Optional Field
Lo 220 bl 99Ss ol i
P ol o ybsdye g% Vig lbll 5100 ad) wlel wlbll puzy0ll a3l | gy
lgure 05l o gl liwo 0iuaii
Order should be crated before, String
and should not be rejected o -
before or executed before or Order Identifier Mandatory orderld Sl
canceled before
Juaidl pac cuw b=l il pac i jo) w)e
String
Reason type Mandatory cancelationReasonld LS)-JPJ|

There will be a feedback with success code in case of successful transaction or error code in case of
failure

N o
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13. Integration point details (OrderGet):

Integration Point ID: 012

Notes Description Type | Mandatory\Optional Field

Lisuo 230 lbll geSi ol iy \

L f . w2 yall |
0348 @i gl e yo g9y ygSa Vg bl 5100 @3) b=l pazsal 6] W)
Order should be crated before, String

and should not be rejected
before or executed before or
canceled before

Order Identifier Mandatory referenceCode Siul=il

L o
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14. Messages

English Field ID ‘ #
NotFound Error=2 1
NotAuthorized Error=3 2
InvalidCredential Error=5 3
IdentityTypeldRequired Error=7 4
IdNumberRequired Error=8 5
DateOfBirthRequired Error=9 6
RegistrationDateRequired Error=10 7
MobileRequired Error=11 8
RegionldRequired Error=12 9
CityldRequired Error=13 10
CarTypeRequired Error=14 11
CarNumberRequired Error=15 12
InvalidldentityTypeld Error=17 13
InvalidRegionld Error=18 14
InvalidCityld Error=19 15
InvalididNumber Error=20 16
InvalidDriverld Error=21 17
CityDoesntBelongToRegion Error=22 18
NumberRequired Error=23 19
AuthorityldRequired Error=24 20
CategoryldRequired Error=25 21
DeliveryTimeRequired Error=26 22
InvalidAuthorityld Error=27 23
InvalidCategoryld Error=28 24
InvalidOrderld Error=29 25
EmptyEntries Error=36 26
InvalidCancellationReasonld Error=37 27

CITC | 2020
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CoordinatesRequired Error=38 28
PaymentMethodldRequired Error=39 29
PriceRequired Error=40 30
InvalidPaymentMethodld Error=42 31
Moilnvalididentity Error=44 32
InvalidCarTypeld Error=45 33
DriverAlreadyExist Error=47 34
ValidateDuplicateError Error=48 35
NationalityAndldNumberAndldentityTypeCannotBeChanged Error=49 36
StoretNamedRequired Error=50 37
StorelLocationRequired Error=51 38
OrderCannotBeAccepted Error=52 39
OrderCannotBeCanceled Error=53 40
OrderDidnotAcceptedYet Error=54 41
UpdateDriveryAddressCannotBeDone Error=55 42
RefrenceCodeRequired Error=56 43
DriverMustBeAssignedFirst Error=57 44
OrderNumberAlreadyCreatedToday Error=58 45
InvalidOrderNumber Error=59 46
MobileNumberTakeOnly10Digits Error=60 47
DateOfBirthDoesntMatchNICRecords Error=61 48
IdentitySchemaValidationError Error=62 49
DateOfBirthMustBe8Digits Error=65 50
OrderDateRequired Error=66 51
AcceptanceDateWrong Error=67 52
ExcutionTimeWrong Error=68 53
OrderCannotBeCreatedExcededTimeLimits Error=69 54
OderCanNotBeExecutedMoreThanOnce Error=70 55
OnlyAcceptedOrdersCanBeExecuted Error=71 56
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AssignedDriversCanBeDoneOnlyForAcceptedOrder Error=72 57
ExecutionTimeCannotBeEarlierThanOrderDate Error=73 58
DriverAlreadyAssignedToThisOrder Error=74 59
ExecutionTimeMustBeGreaterThanAssigningTime Error=75 60
DriverlsPendingApproval Error=76 61

Successful transaction 200 62

15. API Samples

Create Driver:

"credential": {
"companyName": "XXXXX",
"password": "XXXXX"

b

"driver": {

"identityTypeld": "NV25GIPuOnQ=",
"idNumber": "1016990911",

"dateOfBirth": 19900419,

"registrationDate": "2020-04-02T17:41:59.2772",
"mobile": "012547848",

"regionld": "NV25GIPuOnQ=",

"carTypeld": "olcaYzeDfQQ=",

"cityld": "NV25GIPuOnQ=",

"carNumber": "12365472"

}
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"credential": {
"companyName": "XXXXX",
"password": "XXXXX"

b

"driver": {
"refrenceCode": "xnOUMTPfYuc=
"identityTypeld": "NV25GIPuOnQ=",
"idNumber": "1016990911",
"dateOfBirth": 19900419,
"registrationDate": "2020-04-02T17:41:59.277Z",
"mobile": "012547848",
"regionld": "NV25GIPuOnQ=",
"carTypeld": "olcaYzeDfQQ=",
"cityld": "NV25GIPuOnQ=",

"carNumber": "12365472"

Get:

{

"credential": {
"companyName": "xxxxx",
"password": "Xxxxxxxx"

b
"idNumber": "1016990911"

}

Deactivate :

. o
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"credential": {
"companyName": "XXXXX",
"password": "XXXXX"

b
"idNumber": "1016990911"

Order Create :
{
"credential": {
"companyName": "XXXXX",
"password": "XXXXX"
b
"order": {
"orderNumber": "1",
"authorityld": "NV25GIPuOnQ=",
"deliveryTime": "2020-04-08T12:43:33.369Z",
"regionld": "NV25GIPuOnQ=",
"cityld": "NV25GIPuOnQ=",
"coordinates": "123,321",
"storetName": "Halol",
"storeLocation": "456,652",
"categoryld":"NV25GIPuOnQ="

“orderDate”:” 2020-04-19T12:07:10.7232”

N o
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Accept Order
{
"credential": {
"companyName": "XXXXX",
"password": "XXXXX"
b
"referenceCode": "7kRgMtOkdQE=",
"acceptanceDateTime": "2020-04-08T15:43:29.2282"

}

Reject Order
{
"credential": {
"companyName": "XXXXX",
"password": "XXXXX"

2
"referenceCode": "7kRgMtOkdQE="

}

Execute Order
{
"credential": {
"companyName": "XXXXX",
"password": "XXXXX"
1
"orderExecutionData": {

"referenceCode": "7kRgMtOkdQE=",

BN o
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"executionTime": "2020-04-08T15:49:19.4597",
"paymentMethodld": "NV25GIPuOnQ=",

"price":20

Edit delivery info

{

"credential": {

"companyName": "XXXXX",
"password": "XXXXX"
b
"deliveryInfo": {
"referenceCode": "7kRgMtOkdQE=",
"regionld": "NV25GIPuOnQ=",
"cityld": "NV25GIPuOnQ=",

"coordinates": "20,20,20"

Assign driver to Order :

{

"credential": {

"companyName": "XXXXX",
"password": "XXXXX"
b
"referenceCode": "vXChcFPkxcl=",

"idNumber": "1016990911"

}

N o
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Cancel:

{

"credential": {
"companyName": "xxxx",
"password": "xxxxxx"

2

"orderld": "string",

"cancelationReasonld": "string"

}

Order Get:
{
"credential": {
"companyName": "XXXXX",
"password": "XXXXXX"

|8
"refrenceCode": "AECREW#SE"

N o




